ABN AMRO

Case Study

Bank provides leading-edge cash
management applications using strong
authentication to enhance security for
high-value online transactions

ﬁ- BN AMRO Bank is one of the world’s

largest banks with total assets of $505 bil-

lion and more than 3,500 locations in over 70
countries and territories. ABN AMRO is widely
recognized as a leading provider of innovative cash

management products for corporate treasurers and

other commercial customers. With the introduc-
tion of its proprietary CashPro® Web suite of ser-
vices (www.cashproweb.com), ABN AMRO
ushered in a new era of convenience by making it
possible for U.S. customers to perform a variety
of treasury management activities online — without
installing special software or hardware. But the

Web-based technology also put the spotlight

on security, creating the need for a strong

John Scully, product manager at ABNAMRO Services Co., Inc., uses the
Digipass 300 with the CashPro®Web site. authentication solution to ensure that its cus-

tomers’ high-value transactions were secure.
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Objective

To enhance the security of high-
value cash management transac-
tions conducted over the
Internet by the bank’s com-
mercial customers in the
U.Ss.

Challenge

Implement a security solution
that would allow corporate trea-
surers to use a suite of Internet-
based cash management applica-
tions with full confidence — but
at the same time, minimize the
impact on the customers’ exist-

ing systems and routines.

The Solution

ABN AMRO incorporated the
VASCO Digipass family of
authentication tokens into its
security schema. The bank pro-
vides an individually pro-
grammed Digipass Pro 300
token to every customer who
signs up to use its CashPro®
Web suite of applications. The
security token is used to pro-
vide up to three different levels
of authentication — without
requiring the installation of any
software or hardware on the

customer’s systems.

Security With No Hidden Costs

FirstVice President Mitton Santiago and
Andrea Larson, product manager, discuss the
increased security measures for CashPro®Web
at ABN AMRO Services Company, Inc.

r I 1wo concerns were paramount
when ABN AMRO compared dif-

ferent strategies for securing its cus-
tomers’ high-value transactions over the
Web: First, the solution had to provide a
high level of security — even supporting
increased levels of security for different
types of transactions. Second, the solu-
tion had to have a very low “nuisance”
factor for customers. It had to give cor-
porate treasurers and other commercial
customers a feeling of confidence, with-
out creating a new set of hassles or man-

agement challenges.

That’s what led ABN AMRO to the
VASCO Digipass family of security
devices. It was the one security solution
that met all of the bank’s system design
goals. Now, when customers sign up to
use the CashPro® Web suite of cash man-
agement applications, they receive an indi-
vidually programmed Digipass Pro 300

authentication device. Each time they

release a financial transaction for process-
ing, they’re asked to provide a password
(generated by the Digipass) that proves
they are who they say they are.

“It’s an attractive solution for a couple of
reasons,” says Milton Santiago, Jr., First
Vice President of Electronic Banking
Products at ABN AMRO. “With the
Digipass, we can vary the level of authen-
tication required, based on the type of
transaction being conducted. Our tokens
are programmed to provide up to three
possible challenge scenarios. They can
generate a one-time password, or a two-
factor challenge-response password.
They can also provide a digital signature,
giving us a way to uniquely verify a partic-

ular transaction.”

Along with strong authentication, the
Digipass solution also delivers on the
low-nuisance requirement: “There are
other ways to secure transactions, of
course,” Santiago notes. “But they can
have hidden costs. We didn’t want to
have to install software on the customer’s
machine, for example, or attach smart-
card readers or other devices to their sys-
tems. Why? Because we knew those types
of solutions would create a whole new
set of challenges for us. We’d have to
worry about software upgrades, system
conflicts, device maintenance, and so on.
In contrast, the VASCO solution pro-

vides a very low total cost-of-ownership.”



No Compromises

T hanks in part to the conve-
nience and flexibility of the
Digipass security solution, ABN
AMRO’s customers have
embraced the CashPro® Web
suite of cash management appli-
cations, according to Santiago.
“Over 3,000 customers are now
using these applications on a
daily basis — to initiate
Automated Clearing House
transactions, wire transfers, for-
eign exchange transactions, and
so on,” he notes. Virtually all of
those customers have found that
the Digipass solution is easy to
use, he says. “We have not had

any security compromises with
the VASCO token in place.”

Just as important, Santiago says,

is the seamless way in which the

Thanks in part to the convenience and flexi-
bility of the Digipass® security solution, ABN
AMRO’s customers have embraced the
CashPro® Web suite of cash management
applications.

Milton Santiago:“Over 3,000 customers are
now using these applications on a daily basis — to
initiate Automated Clearing House transactions,
wire transfers, foreign exchange transactions,
and so on.”

Digipass technology has been inte-
grated into the bank’s existing sys-
tems. “VASCO told us this solution
could exist in any environment,
and we said, ‘Prove it.” And they
did. We bought the Digipass
Controller, a software development
kit, and integrated its four software
routines in our system. Within a very
short period of time, we were able to
test that the VASCO technology
would function as intended within
our existing system. It didn’t take
weeks of effort to fix bugs. Any
problems we encountered with the
installation were minor, and they

were resolved in a matter of hours.”

How It Works

The Digipass device works in
combination with software on
the bank’s system to generate a
code that ensures authentica-
tion when the customer releases
a financial transaction for pro-
cessing. The customer must
possess the device, and know a
PIN code, before the bank’s
security system will generate an
access code. Three different lev-
els of authentication are sup-
ported, for different types of
transactions: A one-time pass-
word, a challenge-response
password, or a digital signa-

ture.

Results

More than 3,000 commercial
customers have signed up to use
ABN AMRO’s suite of
CashPro® Web applications
since they were introduced in
1998. In addition to contribut-
ing to the bank’s growth, the
innovative suite of cash manage-
ment products has helped ABN
AMRO gain recognition from
such organizations as the
Treasury Management
Association and the
Association of Financial
Professionals for its leadership in
technology and customer ser-

vice.



Case Study

ABN AMRO Bank

Netherlands-based ABN AMRO
Bank N.V., is one of the world’s
largest banks with total assets of
$505 billion and more than
3,500 locations in over 70 coun-
tries and territories.

ABN AMRO’s activities

grouped into three strategic busi-

arc

ness units: Wholesale Clients,
which provides integrated cor-
porate and investment banking
services to corporate, financial
institutions and public sector
clients worldwide; Consumer &
Commercial Clients, which
focuses on retail and small to
medium-size clients in a number
of core markets; and Private
Clients & Asset Management,
which focuses on private banking

Actual Size

and fund management clients

globally.

*In February 2001, ABN
announced that it had reached
EAB to Citibank, N.A. The deal
mid 2001.

In North America, ABN AMRO
is headquartered in Chicago and
has $183 billion in assets and
more than 19,000 employees
with banking offices serving
wholesale clients in 13 cities in
the U.S., Canada and Mexico.
ABN AMRO’s North American
subsidiaries include LaSalle Bank
in Chicago; ABN AMRO Asset
Management (USA) LLC (a sub-
of LaSalle Bank);
Allegheny Asset Management;
ABN AMRO Incorporated;
Standard Federal Bank
Michigan; Michigan National
Bank; and EAB in New York.*
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CashPro® is a registered trade-
mark of ABN AMRO Services
Company, Inc.

Website
www.abnamro.com

www.cashproweb.com

For regional offices or to learn more about us, visit our web site at www.vasco.com
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EMEA

VASCO Data Security nv/sa
Koningin Astridlaan |64
B-1780 Wemmel, Belgium

APAC

VASCO Data Security Asia-Pacific Pte Ltd.
#15-03 Prudential Tower, 30 Cecil Street
049712 Singapore

+65.6.232.2727

phone:  +32.2.456.98.10 phone:
fax: +32.2.456.98.20 fax: +65.6.232.2888
e-mail:  info_europe@vasco.com email:  info_asia@vasco.com

AMERICA

VASCO Data Security, Inc.

1901 South Meyers Road, Suite 210
Oakbrook Terrace, lllinois 60181, USA

phone:  +1.630.932.8844
fax: +1.630.932.8852
e-mail:  info_usa@vasco.com
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